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1 Prerequisite

1.1 Home PC Client Requirement

HA Connect

URL https://remote.ha.org.hk

Client Platform Windows 10/ 11
(Both 32-bit and 64-bit)

CPU Intel / AMD

Recommended Browser Chrome

Citrix Application Requirement | Citrix Workspace

Tunnel Requirement Citrix Secure Access

Installation Requirement Windows Administrator privilege to install
“Citrix Workspace” & “Citrix Gateway Plug in”

1.2 Jot down Office PC computer name

If using Remote Desktop, please find out the computer name of your Office PC:

How to find out computer name:

Right Click “This PC“ > “Properties” > “Computer Name”

E3 5 Control Panel » Systemn and Security * System v O |5&a|‘ch Control Panel =

1 . s .
ome View basic information about your computer

R Windows edition

5 Windows 10 Pro -- .
ion © 2018 Microseft .. WI n d OWS 1 O
s settings Eeosrer::;;il:lon. All rights
System

Processor: Intel(R)} Core(TM) i7-8700 CPU @ 3.20GHz 3.1% GHz

Installed memory (RAM):  8.00 GB (7.78 GB usable)

System type: 64-bit Operating System, x64-based processor

Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: !;Changr: settings

Full computer name: n2- abede.corp.ha.org.hk
Computer description:

Domain: corp.ha.org.hk

Windows activation

Windows is activated FRead the Microsoft Software License Terms

Product ID: 00330-52248-01522-AA0EM E;'Changr: product key
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2 Logon Flow

https://remote.ha.org.hk >  Enter the OTP message from
For HA Chat / SMS user HA CHAT \ SMS
> Enter HA CORP account and password

For Token user >  Enter token code By o B o 2

»  Select “CORP Logon (Token)”
159759 B B - B -

> Enter HA CORP account and password
Please . crRSAOTPtocontinue

CORP Logon (Token)

RSA Log On
CORP Logon (HAChat / SMS)

CORP Logon (Token)
Vendor / Gov (Token)
Vendor / Gov (SMS)

Log On
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3 Access HA Webmail

Click the “HA Intranet Webmail“ link

@ HARemate x  + W - e

< cC o

@ remote.ha.org.hk/logon/LogonPoint/tmindex.htm|

Citrix Gateway oo

HA SYSTEMS

All Categories Q_ bearch All Apps
All Apps
% Details % Details % Details % Details
HA Institute of Health Care HA Intranet (https://ha.home) HA Intranet Webmail HKCH.home

% Details % Details %

IT&HI Portal(https.//it.home) Staff Vaccination Management User Guide (Wing

Outlook® Web. (Lecess (OWA)

B Iﬁ E g E Domain\user name: (e.g. CORP\ABC123)
HOSPITAL
AUTHORITY Password:

O use the light versian of Outleck Web App

® signin
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4 Remote Desktop Service
Select “Remote Desktop“ and click “PC ICON*“

& HA Remote X +

< (€ remote.ha.org.hk v O @ Incognito

Citrix Gateway I;I nkf114 ¥

FAVOURITE REMOTE DESKTOP

(2 Bookmark Q, Search Desktops

! Details

n5-frankieng

Open “remote_desktop.rdp“ at download bar

& remote_desktop.rdp ~
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5 Installation of Citrix Secure Access

For tunnel application such as ePR and Radiology Imaging, Citrix Secure Access
is required to install.

I. Login HA Remote (https://remote.ha.org.hk)
Il. Click Download

ewal

lll. Install the downloaded AGEE_setup.exe file

@ save s X
T B> HPC > Duwnloss v B Seoh Dowriasds 3
@t Tofefn S Y
te modifie 4’
File marm: ISP
Save as type: Applisation

M Cirix Gateway Plug-in BEEF - pes

WR# Citrix Gateway Plug-in # o #1%

CITRIX ¥ al i)l

2 ey E B ES SHEARERN Cirix &
F/akR B Citrix F I ERBHR - S8R
A 512 Citix =R RV/AR S HEERS -

CTX_code EP_R_A32490

EWIS ° Citrix Gateway HlitF X PHFRINZ windowes B
=L L

=0 L]

IV. Restart PC after installation is completed

# Citrix Gateway Plug-in EXEF

ﬁ%ﬂllﬁiﬂm% * 2 Citrix Gateway Plug-n JE{TRME RWA HELN + ME"R TR
Eohgs 55 TEUEFHERED

2 BN

V. Login HA Remote (https://remote.ha.org.hk)
VI. Click “Open nglauncher”

Open nglauncher?
https://haconnect ha.org.hk wants to open this application

O Ahways allow haconnectha.org hk to open links of this type in the associated app

Cancel
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6

Installation of Citrix Workspace

For Citrix application such as CMS, Citrix ePR Service, I-Drive, Remote
Desktop, Citrix Workspace is required to install.

Login HA Remote (https://remote.ha.org.hk)

Click Install

Welcome to Citrix Receiver

For the best experience, use the full set
Citrix Receiver for Windows. Click D
started.

If you do not want to detect/install Citrix Receiver you canSusgorted Platform

Install

the light version, with fewer features, in your browser.

Click Download

Just a moment, we're detecting if Citrix Receiver is alr

installed.

If Citrix Receiver is detected, you will see a \

seconds. Please choose Launch Application.

citrix | Workspace

If no window appears, proceed to download.

v | agree with the

IV. Install Citrix Workspace

Download

features bundled with
leceiver to get
Logon Procedures

dow in a few

Logon Procedures

Supported Platform

@ Citrin Workspace

Welcome to Citrix Workspace

Cltrte Warkspace app instails software that allows access to
iftual applications that your s,
incuting software that alows 3ccess o the sppiications

e tions

miaopnone.

‘Al appscations to use your location.

ew acc 1 appications sutnorized by your
company.

Save your credentinito 1ign in sutomabicaly
Cllk start 20 set up and mstall Citrs Workspace 399 on
your computer.

e

x

@ Citin Workspace

License Agreement

Fou must acsept e Boense sgreement betaw to proceed

[CITRIX LICENSE AGREEMENT

s of this componsat s subject o the Cilis Beerand oc tamms of service

nly
fproduct(s) andof servscals)

TX_code EP_E_AISITIS

[T ——

V. Click Enable single sign-on and Next

@ Citrix Workspace

Enable Single Sign-on

‘the next time you log on to this device.

Enable single sign-on

article CTX133982 at citrix.com/support.

When enabled, single sign-on remembers your credentials for
this device, so that you can connect to other Citrix applications
without having to sign in each time, You should do this only if
your IT administrator has instructed you to. This will take effect

For more information on configuring single sign-on, please see

Next Cancel
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VI. Click Enable app protection and Next

@ Citrix Workspace X

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

Enable app protection

‘Warning: You cannot disable this feature after you enable it. To
disable it, you must uninstall Citrix Workspace app.
For more information, contact your system administrator.

Install Cancel

VII. Click Finish

@ CGitrix Workspace >

cifrix.

J Installation successful

If you received instructions to set up Citrix Workspace app
with your email or a server address, dlick Add Account.
Otherwise, click Finish, and you can set up an account later.

VIII. Click Continue after installation
Downloading Citrix

Install Citrix Receiver on your machine when the downloa
complete. Once you've installed Citrix Rect
Vorkspace click Continue.

S
gon Procedures
d

Continue

@ FARemate x 4+

€« c

@& remote.ha.org hk/logon/LogonPoint/tmindex html

Open Citrix Workspace Launcher?

https://remote ha.org hk wants to open this application.

o open links of this type in the sssociated app

B Ay dliow remotehang

firm that ed

lbgon Procedures
show a
Application.

If no window appears, click Detect again.
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X. Click Already installed

Please wait while we confirm that Citrix Receiver was installed..

If Citrix Receiver was installed successfully, your browser whbgen Procedures
show a window in a few seconds. Please choose Launch 1 ent
Application.

cifrix | V

="

If no window appears, click Detect again.

Supported Platform
| 1

XI. Click available application

HA Remote x  +

« C Y & remotehaorghk/logon/LogonPaint/tmindex himl -2 w T ORO®

All Categories

All Apps
% Details % Details % Details % Details
HA Institute of Health Care HA Intranet (https://ha home) HA Intranet Webmail HKCH.home

=]
Details % Details ; Details % Details
l I ¢

I-Drive IT&HI Portal(https /fithome) Remote Desktop Staff Vaccination Management

VII. Type your office PC computer name here

ﬁ. Remote Desktop Connection — x

Remote Desktop
»¢) Connection

Computer: |E:cample: computer fabrkam com w

User name:  MNone specified

The computer name field is blank . Enter a full remote computer
name.

": Show Options Help
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7 Installaion of HA eCert

For ePR and OTMS user, HA eCert is required to install.

l. Login HA Remote (https://remote.ha.org.hk)
Il. Click “HA ecert install guide”

Details

HA ecert installation guide

M. Choose the platform link you are using.
Please refer to the following guide to deploy Root CA or Sub CA certificates to Personal / Standalone devices
1. Windows
2. Mac
3. iPhone
4. IPad
5. Android
V. Follow the guide to install HA ecert

|Run the Cert Installation File

1. Click here to download the HA Production Root cert installation file.

2. Double click HAProdCA.exe
@ HAProdCA.exe

3. Press Yes

You are about to install 2 certificate from a certification authority (CA)
claiming to represent:

Hospital Authority Root CA1

Windows cannot validate that the certificate is actually from “"Hospital
Authority Root CA1". You should confirm its origin by contacting
"Hospital Authority Root CA1". The following number will assist you in
this process:

Thumbprint (shal): 01A911A9 778AED33 83F2A807 DECE40FF 636BF410

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

4. Close and restart browser.
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8 Log off

It is recommended to logout the session once you finish your job. Please press the
“Log Off” button on the top right hand corner to logout.

< C & remote.ha.org.hk/logon/LogonPoint/tmindex.html o 12 ¥ 0O

Citrix Gateway [

Frankie NG,

FAVOURITE
Activate...
Install Citrix Receiver...
About

Log Off
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