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二○○八年五月五日（星期一）  
 

醫管局成立病人資料安全及私隱專責小組 
 
 醫院管理局行政總裁蘇利民今日（五月五日)公布，鑑於有數間公立醫院呈報

遺失載有病人資料電子儲存器的事件，醫管局已委任一個病人資料安全及私隱專責

小組，研究措施加強系統保安及保障病人資料。 
 
 蘇利民指出，根據「早期事故通報系統」的紀錄，截至四月底的過去十二個

月內共有九宗遺失電子儀器引致病人資料遺失的呈報個案。當中八宗個案已向警方

報案，七宗與盜竊有關。這些遺失事件發生於東區尤德夫人那打素醫院(4 宗)、九龍

醫院(2 宗)、瑪麗醫院(1 宗)、屯門醫院(1 宗)及基督教聯合醫院(1 宗)。 
 

 遺失的電子儀器包括四個 USB 電子儲存媒體，一部電子手帳、一部數碼音訊

處理器(MP3 player)、一部中央處理器、一部手提電腦及一部電子照相機。 

 

 「事件共涉及 5,988 名病人，其中 3,117 名不涉及個人資料。至於餘下的 2,871

名病人，其中 961 名(33%)並沒有密碼保護。」 

 

 有關資料主要由人手下載，醫院已聯絡其中四宗個案所涉及的病人。至其他

個案，醫院會繼續按需要聯絡有關病人。醫管局至今未有接獲病人資料外洩的報

告。(個案資料詳見附件) 

 

 病人資料安全及私隱專責小組的成員如下： 

 

主席： 前私隱專員劉嘉敏先生 
成員： 醫院管理局大會成員莫乃光先生 
  香港電腦學會會長李惠光先生 
  醫管局臨床資料政策小組主席莊立村醫生 

 
 專責小組的職權範圍如下： 

 

1. 檢討從醫管局資料庫匯出臨床資料的臨床及運作要求 

2. 評估現行保障病人資料安全及私隱的機制，有關機制包括： 

- 政策及指引 

- 教育及宣傳工作 

- 系統設計及技術要求 

- 事故呈報及處理程序 

3. 就上述機制建議改善方案以加強醫管局病人資料的安全及保障私隱。 

 
專責小組會在三個月內完成有關檢討，並向醫管局行政總裁提交報告。 

 

*   *   *   *   *   *   * 



Summary of Previous Loss of Patient Data through 
Electronic Devices (from 1 Apr 2007 - 25 Apr 2008) 

   

No of cases reported Total 9 
No of hospitals involved Total 5 
  PYNEH 4 
  KH 2 
  QMH 1 
  TMH 1 
  UCH 1 
Types of electronic devices involved Total 6 
  USB memory stick  4 
  Palm handheld device 1 
  MP3 1 
  CPU 1 
  Laptop computer 1 
  digital camera 1 
Where were the devices lost? Within hospital 8 
  Outside hospital 1 
Were the devices password protected? Yes / Partial 4 
  No 5 
Total no of patients involved   ~5988 

Total no of patients with personal 
particulars included?   (Max) 2871 

Data downloaded from system? Manual input 8 
  Yes (from CBNS information system) 1 
Explained to patients Have explained (cases) 4 
  To be explained 5 
Reported to the Police Yes 8 
  pending (for a newly reported case) 1 
Reasons for the loss Theft (cases 2, 3, 4, 6, 7, 8, 9) 7 
  Human factor 2 
 



 Hospital 

involved 

No. of patients 

involved 
Electronic devices

Password 

protected data 
Types of data involved 

Case 1 KH 13 

Palm handheld 

electronic storage 

device 

Yes Name, ID no, gender, age, diagnosis, nursing therapeutics 

required 

Case 2 KH 
 

31 

MP3 

 

No Names, ID no, nursing discharge summary, incident reports 

Case 3# QMH 
3000 CPU 

 

Yes 12 patients: Chinese name, telephone no. and address. 

2988 patients: research data only , no personal data 

Case 4# TMH 
1885 Laptop computer 

 

Yes Name, age, gender, hospital no, date of admission and discharge, 

clinical physical score 

Case 5 UCH 
26 USB memory stick No Name, ID no, DOB, marital status, surname of spouse, date of 

current delivery, phone no. and address  

Case 6# PYNEH 
50 USB memory stick 

 

No Name, phone no.  

Case 7 PYNEH 
3 Digital camera 

 

No Name, ID no, hospital number, DOB, clinical photos of patients’ 

wound 

Case 8# PYNEH 

190 USB memory stick 129 cases are 

password 

protected, 61 are 

not protected 

Name, DOB, Age, date of admission, reason of admission, 

diagnosis, medication, dosage, progress, case doctor and nurse, 

consulting team and date of home leave 

Case 9*# PYNEH 
790 USB memory stick No ID no, gender, age on admission, clinical photos and clinical 

information of one patient 

*Pending confirmation of details before reporting to police     #Pending notification to patients 


