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Summary of Previous Loss of Patient Data through

Electronic Devices (from 1 Apr 2007 - 25 Apr 2008)

No of cases reported Total 9
No of hospitals involved Total 5
PYNEH 4
KH 2
QMH 1
TMH 1
UCH 1
Types of electronic devices involved Total 6
USB memory stick 4
Palm handheld device 1
MP3 1
CPU 1
Laptop computer 1
digital camera 1
Where were the devices lost? Within hospital 8
Outside hospital 1
Were the devices password protected? |Yes/ Partial 4
No 5
Total no of patients involved ~5988
Tota_ll no of _patients with personal (Max) 2871
particulars included?
Data downloaded from system? Manual input

Yes (from CBNS information system)

Explained to patients

Reported to the Police

Have explained (cases)

To be explained

Yes

pending (for a newly reported case)

Reasons for the loss

Theft (cases 2, 3,4, 6,7, 8,9)
Human factor

N N|= 00 01 = O




Hospital No. of patients Password
Electronic devices Types of data involved
involved involved protected data
Palm handheld Yes Name, ID no, gender, age, diagnosis, nursing therapeutics
Casel KH 13 electronic storage required
device
MP3 No Names, ID no, nursing discharge summary, incident reports
Case 2 KH
31
3000 CPU Yes 12 patients: Chinese name, telephone no. and address.
Case 3# QMH
2988 patients: research data only , no personal data
1885 Laptop computer Yes Name, age, gender, hospital no, date of admission and discharge,
Case 4# TMH
clinical physical score
26 USB memory stick No Name, ID no, DOB, marital status, surname of spouse, date of
Case 5 UCH
current delivery, phone no. and address
50 USB memory stick No Name, phone no.
Case 6* PYNEH
3 Digital camera No Name, ID no, hospital number, DOB, clinical photos of patients’
Case 7 PYNEH
wound
190 USB memory stick 129 cases are Name, DOB, Age, date of admission, reason of admission,
password diagnosis, medication, dosage, progress, case doctor and nurse,
Case 8* PYNEH
protected, 61 are | consulting team and date of home leave
not protected
790 USB memory stick No ID no, gender, age on admission, clinical photos and clinical
Case 9*# PYNEH

information of one patient

*Pending confirmation of details before reporting to police

#Pending notification to patients




